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I’d like to exchange
the technical information

for our better peering activity
inside and outside of Japan...

Introduction
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Why should we have
a document

about way to connect to
IX for our members?

Just a simple question



As you all know, internet exchange is..
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an important infrastructure
for exchanging internet traffic

between network service providers.
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Thus, internet exchange has to be..
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operated in a way to maintain
their stability and security, as you all

also know.
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AS operators should have
a common understanding

and be aware of
the technical requirements 

of connecting to IXs.

Conclusive answer



JANOG has documents for our community!
(These documents are called as JANOG Comment)

• JANOG (JApan Network Operators’ Group)

– A group for network operators in Japan

– Please see: http://www.janog.gr.jp/en/

• JANOG Comment (2 types of documents)

– about steering JANOG community

– about technical essential relating to network operations

• Recommendations for packet/route filter configuration for xSP router

– JANOG Comment 1000 ~ 1004 (IPv4 filter), 1006 (IPv6 filter)

• Recommendations for router configuration for connecting to IX

– JANOG Comment 1005

• http://www.janog.gr.jp/doc/janog-comment/

– in Japanese. (sorry)
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JANOG has published a BCOP document about the way
to connect to an IX as JANOG Comment 1005 in 2005,

and updated it with adapting to changes in the times this year



We have updated the BCOP document about 
recommended router configuration! in Japanese...
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https://www.janog.gr.jp/doc/janog-comment/jc1005.txt



We have updated the BCOP document about 
recommended router configuration! in Japanese...
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https://www.janog.gr.jp/doc/janog-comment/jc1005.txt

Japanese only...
Japanese people ☺

Non-Japanese people 



We have updated the BCOP document about 
recommended router configuration! in Japanese...
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https://www.janog.gr.jp/doc/janog-comment/jc1005.txt

But... I’d like to share
this document

also with network engineers
outside of Japan.

We need an English version.



We have translated it into English,
and put it on APNIC website
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https://www.apnic.net/wp-content/uploads/2018/07/JANOG-IX-Configuration-Best-Practices.pdf

Thank 
you 

APNIC



Outline of the document

1. Abstract

2. Terminology

– IX, IX Member, Connecting router, AS operator, Bilateral 
peering, Multilateral peering

3. Configuration of connection

– Device, Access Line

4. Configuring a connection router

– MAC configuration, IP configuration, Interface 
configuration, BGP configuration, Routing configuration

5. Acknowledgements

6. Appendix

– IRR, PeeringDB
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• Stop sending link-local traffic

– Vendor proprietary protocols (CDP, FDP, EDP...), IGP protocols (OSPF, IS-IS, 
EIGRP...), Spanning Tree BPDU, Multicast routing protocols (PIM, DVMRP...), 
BOOTP/DHCP, HSRP/VRRP/ESRP, IPv6 RA, LLDP...

• Stop sending ICMP redirects

– ICMP redirect function might contaminate the routing table of routers of IX 
members

• Prohibit forwarding directed broadcast packets

– Directed broadcast might facilitate smurf attack to the IX segment

• Disable proxy ARP

– Proxy ARP might cause BGP sessions bringing down between members

• Don’t advertise the prefix of IX segments

– Advertising the prefix of IX segment might cause malicious attacks from 
unexpected network and traffic loss due to BGP sessions down
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Please confirm followings for not troubling the other members ☺
~ Main topics on recommended router configuration ~
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Conclusion

• Translating the BCOP document of router 
configuration globally helps network 
engineers in their work. 

• More distributing technical information 
between economies in Asia Pacific region! 
No more language barrier. ☺

Let’s exchange your document
with each other

for our peering activity. ☺
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